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Windows Server AppFabric Management Pack Guide

The Windows Server AppFabric Management Pack monitors the health of AppFabric installations. This management pack is designed to improve the availability, performance, and security of your AppFabric installation.

Document Version

This guide was written based on the initial version of the AppFabric Management Pack.

Revision History
	Release Date
	Changes

	June, 2010
	Original release of this guide


Introduction to the Windows Server AppFabric Management Pack

The Windows Server AppFabric Management Pack enables you to use System Center Operations Manager (SCOM) to manage your heterogeneous environment. SCOM provides a single, consistent user interface that IT operators can use to manage multiple technologies. Management packs provide a standard, flexible mechanism for a technology to define how it is to be discovered, monitored, and managed in an enterprise environment.

The AppFabric Management Pack enables you to discover and monitor the following infrastructure services, system databases, Windows Communication Foundation (WCF) services, and Windows Workflow Foundation (WF) services:


AppFabric Event Collection service


AppFabric Workflow Management service


AppFabric Caching Service


AppFabric SQL monitoring databases


AppFabric SQL Workflow Instance Stores


AppFabric database connections


IIS Hosted WCF and WF services

The AppFabric Management Pack works only with the SQL Server database providers and the XML provider that you can configure in the AppFabric Configuration Wizard. These database providers include the System.Data.SqlClient monitoring provider, the sqlStoreProvider persistence provider, and the SQL Server AppFabric Caching Service Configuration Store Provider. The AppFabric Management Pack will not collect data from a custom database provider that you configure for the Event Collection service, the Workflow Management service, or the Caching Service.

Getting the Latest Management Pack and Documentation

You can find the AppFabric Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are provided in this release of the Windows Server AppFabric Management Pack:


Discover all installed system components and managed WCF and WF services


Monitor system service configuration problems


Monitor the connectivity between system services and the system databases


Monitor runtime problems encountered by system services


Monitor the performance of the system databases


Monitor the basic operational health of the managed WCF and WF services.

Supported Configurations

This management pack supports any operating system that AppFabric can be installed on. Versions of Windows supported in this release of AppFabric are Windows 7, Windows Vista Service Pack 2, Windows Server 2008 Service Pack 2, and Windows Server 2008 R2. For production scenarios, only Windows Server 2008 SP2 and Windows Server 2008 R2 are supported. For development scenarios, Windows 7 and Windows Vista SP2 are also supported.

Files in This Management Pack

The AppFabric Management Pack includes the following files:

	File
	Description

	Microsoft.Windows.Server.AppFabric.Library.mp
	Contains all of the classes and relationships for the Windows Server AppFabric Management Pack.

	Microsoft.Windows.Server.AppFabric.Discovery.mp
	Contains the discovery scripts and views for the Windows Server AppFabric.

	Microsoft.Windows.Server.AppFabric.Monitoring.mp
	Contains the monitoring scripts and views for the Windows Server AppFabric.

	EULA.RTF
	End User License Agreement


Temporary Cache File

The AppFabric Management Pack creates a temporary file that caches information that AppFabric uses to increase its efficiency. Stored in this file are database IDs (GUIDs) for monitoring and persistence databases, and site and VPaths of applications that have monitoring enabled.

This file is saved in the following path: $env:ALLUSERSPROFILE\Microsoft AppFabric Management Pack\. This usually maps to C:\ProgramData\Microsoft AppFabric Management Pack\.

Getting Started

The following topics describe how to import the Windows Server AppFabric Management Pack, and provide information about creating a customized management pack.

How to Import the Windows Server AppFabric Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

You can use three Run As profiles when you configure this management pack. For more information, see “Run As Profiles in the AppFabric Management Pack” in this document.

After you have imported the Windows Server AppFabric Management Pack, complete the initial configuration process by creating a new management pack in which you store overrides and other customizations. For more information, see Create a New Management Pack for Customizations.

In order to discover AppFabric databases, agent-managed computers need to gather information about the SQL Database from other computers. If you are using agent-managed computers and are interested in AppFabric Database discovery, then you will need to enable the Agent Proxy setting. To do this, go to the Administration tab in the Operations Console, and select Administration, then Device Management, and then Agent Managed. For each agent computer that has AppFabric installed, select the computer, right-click the computer, select Properties, click the Security tab, and then select Allow this agent to act as a proxy and discover managed objects on other computer.

The AppFabric Management Pack relies heavily on Windows PowerShell scripts. For each agent-managed computer where AppFabric may be installed, please ensure that PowerShell’s ExecutionPolicy is set to RemoteSigned. To do this, open PowerShell as an administrator and run the following command: Set-ExecutionPolicy -ExecutionPolicy RemoteSigned.

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack that you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Optional Configuration

This section covers optional configuration procedures that either are recommended for the Windows Server AppFabric Management Pack, or that may be required for the Management Pack. These include the following:


Enabling Performance Threshold Rules


Tuning Performance Threshold Rules

Enabling Performance Threshold Rules

It is very difficult to deliver a performance threshold rule that is suitable for most environments; therefore, most performance threshold rules are initially disabled. The following table lists the performance threshold rules that we recommend you enable. These performance counters provide insight into the efficiency of your distributed cache. By analyzing this data you can make better decisions when configuring your cache. Before you enable a performance threshold rule, you should baseline the relevant performance counters, and then apply the appropriate overrides to define and enable a suitable threshold for your environment. 

	Rule Name

	Memory Evicted Performance Counter

	Objects Evicted Performance Counter

	Objects Expired Performance Counter


Tuning Performance Threshold Rules

The following table lists performance threshold rules that have default thresholds that might require additional tuning to suit your environment. You should evaluate these rules to determine whether the default thresholds are appropriate for your environment. If a default threshold is not appropriate for your environment, you should baseline the relevant performance counters, and then adjust the threshold by overriding them.

	Rule Name
	Default Threshold

	WCF Call Failures Per Hour
	1 failure = Warning   10 failures = Unhealthy

	WCF Average Call Duration
	500ms = Warning   1000ms = Unhealthy

	WCF Calls Per Second
	500 calls = Warning   10000 calls = Unhealthy

	Monitoring Database Staging Table Count
	500 events = Warning   1000 events = Unhealthy


Security Considerations

You may need to customize your management pack. Certain accounts cannot be run in a low-privilege environment or must have minimum permissions.

This section describes the Run As profiles that are available for the Windows Server AppFabric Management Pack.

Run As Profiles

This topic describes the Run As profiles in the AppFabric Management Pack, and shows how AppFabric monitors, rules, discoveries, and tasks are associated with Run As profiles.

Run As Profiles in the AppFabric Management Pack

Three Run As profiles are available in this Management Pack.

AppFabric SQL Database Reader Account

If you are using Windows Authentication to secure your monitoring database, this account will need to be a part of the MonitoringDbReader SQL role. This account will also need to have access to the IIS configuration files for the WCF and WF services that you are managing with AppFabric. In a single-computer installation of AppFabric that is configured with the defaults, members of the local AS_Observers group have the correct permissions.

This profile is used to discover IIS web sites, applications, and services. It is also used to discover database connections and to monitor web service health.

AppFabric SQL Database Admin Account

If you are using Windows Authentication to secure your monitoring database, this account will need to be a part of the MonitoringDbAdmin SQL role. This profile is used to monitor the health of the monitoring database.

AppFabric Cache Cluster Admin Account

This account will need access to the cache configuration store. This profile is used to monitor AppFabric caches using the Caching Administration tools.

Associations with Run As Profiles

The following table indicates how particular monitors, rules, discoveries, and tasks are associated with a Run As profile. If Default is listed, the monitor, rule, discovery, or task is run using the default action account for the agent or server.

	Name
	Type
	Run As Profile(s) Used

	Hosting Services State
	Monitor
	Default

	Provider Communication
	Monitor
	Default

	Control Provider Instantiation
	Monitor
	Default

	Instance Store Instantiation
	Monitor
	Default

	SQL Instance Store Communication
	Monitor
	Default

	Staging Table Job Status
	Monitor
	AppFabric SQL Database Reader Account

	Execution of Commands
	Monitor
	Default

	ETW Session Start State
	Monitor
	Default

	DB Write State
	Monitor
	Default

	ETW Permissions State
	Monitor
	Default

	ETW General Access State
	Monitor
	Default

	Unable to process event record
	Monitor
	Default

	Register Trace Provider State
	Monitor
	Default

	Provider in Too Many Sessions State
	Monitor
	Default

	DB Connection State
	Monitor
	Default

	Read application config - General failure
	Monitor
	Default

	ETW Open Session State
	Monitor
	Default

	Reading event from ETW - General failure
	Monitor
	Default

	Event Destination Known State
	Monitor
	Default

	Unregister Trace Provider State
	Monitor
	Default

	DB Buffers Available State
	Monitor
	Default

	App Connection String Reference State
	Monitor
	Default

	App Unique Provider Id State
	Monitor
	Default

	Event Delivery State
	Monitor
	Default

	Bulk Copy Writer Activated State
	Monitor
	Default

	Event Collection Configuration Found State
	Monitor
	Default

	Event Collection Service Configuration Readable State
	Monitor
	Default

	Fresh Configuration State
	Monitor
	Default

	App Config Readable State
	Monitor
	Default

	Valid Scope Name State
	Monitor
	Default

	Service Stopped
	Monitor
	Default

	Operation History Failure Count
	Monitor
	AppFabric SQL Database Reader Account

	Failed Staging Table Row Count
	Monitor
	AppFabric SQL Database Reader Account

	Monitoring Database Available
	Monitor
	AppFabric SQL Database Reader Account

	Instantiated control provider for instance store
	Monitor
	Default

	Failed to remove command from instance store
	Monitor
	Default

	Store control provider defined for instance store provider
	Monitor
	Default

	Store provider defined for instance store provider
	Monitor
	Default

	Instance Store Instantiated
	Monitor
	Default

	Provider definition for instance store found
	Monitor
	Default

	Recycling owner of instance store
	Monitor
	Default

	Recycling owner of instance store because store cancelled operation
	Monitor
	Default

	Failed to obtain command from instance store
	Monitor
	Default

	Instance store specifies an unknown instance store provider.
	Monitor
	Default

	SQL Instance Store Co-Location
	Monitor
	AppFabric SQL Database Reader Account

	Staging Table Row Count
	Monitor
	AppFabric SQL Database Reader Account

	Staging Table Transfer Events Job
	Monitor
	AppFabric SQL Database Reader Account

	Staging Table Wcf Events Job
	Monitor
	AppFabric SQL Database Reader Account

	Staging Table WF Events job
	Monitor
	AppFabric SQL Database Reader Account

	Web Application Monitoring Enabled State
	Monitor
	AppFabric SQL Database Reader Account

	Average Call Duration
	Monitor
	AppFabric SQL Database Reader Account

	Operation Call Rate
	Monitor
	AppFabric SQL Database Reader Account

	Operation Failure Rate
	Monitor
	AppFabric SQL Database Reader Account

	Unhandled exceptions
	Monitor
	Default

	Configuration Error
	Monitor
	Default

	net.pipe protocol is not activated
	Monitor
	Default

	Service management service activated service
	Monitor
	Default

	Invoke service management service
	Monitor
	Default

	Activated service hosts for instances stored in instance store
	Monitor
	Default

	WMS Configuration found for specific WMS service
	Monitor
	Default

	WMS Service Configuration Found
	Monitor
	Default

	Error in configuration section. Location not found.
	Monitor
	Default

	Service did not find any instance stores.
	Monitor
	Default

	Unknown Argument Supplied
	Monitor
	Default

	Empty command line value for Name
	Monitor
	Default

	Controlled instance from end point
	Monitor
	Default

	AppFabric Workflow Management Service State
	Monitor
	Default

	HA Enabled Secondary Node Down
	Monitor
	AppFabric Cache Cluster Admin Account

	Named Cache Not Accessible
	Monitor
	AppFabric Cache Cluster Admin Account

	Distributed Cache Host Crashes
	Monitor
	Default

	Distributed Cache Host Stopped
	Monitor
	Default

	Cache Host Service Memory Evicted
	Monitor
	AppFabric Cache Cluster Admin Account

	Cache Host Service Objects Evicted
	Monitor
	AppFabric Cache Cluster Admin Account

	Cache Host Service Objects Expired
	Monitor
	AppFabric Cache Cluster Admin Account

	Cache Host Service State
	Monitor
	Default

	Cluster Config Store State
	Monitor
	AppFabric Cache Cluster Admin Account

	Cluster Config Store Node State
	Monitor
	AppFabric Cache Cluster Admin Account

	Cluster Lead Host State
	Monitor
	AppFabric Cache Cluster Admin Account

	Cluster State
	Monitor
	AppFabric Cache Cluster Admin Account

	Event Collection Service Health Depends On Monitoring Database Availability
	Monitor
	Default

	Operation History Failure Count
	Monitor
	AppFabric SQL Database Reader Account

	Failed Staging Table Row Count
	Monitor
	AppFabric SQL Database Reader Account

	Monitoring Database Connectivity
	Monitor
	AppFabric SQL Database Reader Account

	SQL Instance Store Co-Location
	Monitor
	AppFabric SQL Database Reader Account

	Staging Table Job Status
	Monitor
	AppFabric SQL Database Reader Account

	Staging Table Row Count
	Monitor
	AppFabric SQL Database Reader Account

	Hosting Services Installation Depends on Event Collection Service
	Monitor
	Default

	Hosting Services Installation Depends On IIS Web Sites
	Monitor
	Default

	Hosting Services Installation Depends on Workflow Management Service
	Monitor
	Default

	Hosting Services Node Collection Health Depends On Hosting Services Installations
	Monitor
	Default

	Windows Server AppFabric Health Depends On Cache Clusters
	Monitor
	Default

	Windows Server AppFabric Health Depends On Hosting Services Installations
	Monitor
	Default

	Windows Server AppFabric Health Depends On AppFabric Databases
	Monitor
	Default

	AppFabric Databases Health Depends On Monitoring Databases
	Monitor
	Default

	IIS Web Application Health Depends On IIS Web Application
	Monitor
	Default

	IIS Web Application Health Depends On IIS Web Service
	Monitor
	Default

	Web Site Collection Health Depends On Web Sites
	Monitor
	Default

	Workflow Management Service Depends On Persistence Store Connection Availability
	Monitor
	Default

	Workflow Management Service Depends On SQL Instance Store Connection Configuration
	Monitor
	Default

	Workflow Management Service Depends On SQL Instance Store Performance
	Monitor
	Default

	Cache Management Installation Depends On Cache
	Monitor
	Default

	Cache Cluster Health Depends On Cache Management
	Monitor
	Default

	Cache Cluster Collection Health Depends On Cache Clusters
	Monitor
	Default

	Cache Host Service Health Depends On Cache Management
	Monitor
	Default

	Cache Host Service Depends On Cache Host Service Availability
	Monitor
	Default

	Cache Host Service Depends On Cache Host Service Performance
	Monitor
	Default

	Create Monitoring Database Cache
	Rule
	Default

	Web Service Operation Failure Rate Collection
	Rule
	Default

	Cache Cache Miss Percentage Collection
	Rule
	Default

	Cache Total Client Requests Collection
	Rule
	Default

	Cache Total Data Size Collection
	Rule
	Default

	Cache Total Write Operations Collection
	Rule
	Default

	Host Cache Miss Percentage Collection
	Rule
	Default

	Host Total Client Requests Collection
	Rule
	Default

	Host Total Data Size Collection
	Rule
	Default

	Host Total Evicted Objects Collection
	Rule
	Default

	Host Total Eviction Runs Collection
	Rule
	Default

	Host Total Expired Objects Collection
	Rule
	Default

	Host Total Eviction Runs Collection
	Rule
	Default

	Host Total Expired Objects Collection
	Rule
	Default

	Host Total Failure Exceptions Collection
	Rule
	Default

	Host Total Memory Evicted Collection
	Rule
	Default

	Host Total Notification Delivered Collection
	Rule
	Default

	Host Total Notification Poll Requests Collection
	Rule
	Default

	Host Total Requests Served Collection
	Rule
	Default

	Host Total Retry Exceptions Collection
	Rule
	Default

	Host Total Write Operations Collection
	Rule
	Default

	AppFabric Monitoring Database Discovery
	Discovery
	AppFabric SQL Database Reader Account

	AppFabric SQL Instance Store Discovery
	Discovery
	AppFabric SQL Database Reader Account

	AppFabric Hosting Services Seed Discovery
	Discovery
	Default

	AppFabric Hosting Services Installation Discovery
	Discovery
	Default

	AppFabric System Service Discovery
	Discovery
	Default

	AppFabric Web Hosting Discovery
	Discovery
	Default

	AppFabric Cache Cluster Discovery
	Discovery
	AppFabric SQL Database Reader Account

	AppFabric Caching Seed Discovery
	Discovery
	Default

	Get-CacheAllowedClients
	Task
	AppFabric Cache Cluster Admin Account

	Grant-CacheAllowedClientAccess
	Task
	AppFabric Cache Cluster Admin Account

	New-Cache
	Task
	AppFabric Cache Cluster Admin Account

	Remove-Cache
	Task
	AppFabric Cache Cluster Admin Account

	Restart-CacheCluster
	Task
	AppFabric Cache Cluster Admin Account

	Revoke-CacheAllowedCleientAccess
	Task
	AppFabric Cache Cluster Admin Account

	Start Event Collector Service
	Task
	Default

	Start Hosting Service
	Task
	Default

	Purge AppFabric Monitoring Database
	Task
	AppFabric Cache Cluster Admin Account


Understanding Management Pack Operations

The Windows Server AppFabric Management Pack enables you to perform the discovery, monitoring, and tasks described in this section.

Objects the Management Pack Discovers

The AppFabric Management Pack discovers the object types described in the following table. All of the objects are automatically discovered.

	Object Display Name
	Category
	Description

	AppFabric Event Collection Service
	AppFabric Hosting Services
	This class represents a Windows NT Service that AppFabric installs. This service is responsible for collecting event data from WCF and WF services that are managed by AppFabric and sending that data to a monitoring database.

	AppFabric System Service
	AppFabric Hosting Services
	AppFabric NT Services extend this base class

	AppFabric SQL Monitoring Database
	AppFabric Hosting Services
	This object represents an AppFabric SQL monitoring database. This database stores event data that has been collected from WCF and WF services that are managed by AppFabric.

	AppFabric SQL Monitoring Database Connected Connection
	AppFabric Hosting Services
	This class represents a connection between the event collection service and a monitoring database that has been verified via a SQL connection.

	AppFabric SQL Monitoring Database Connection
	AppFabric Hosting Services
	This class represents a connection between the event collection service and a monitoring database that has been discovered, but has not yet been verified via a SQL connection.

	AppFabric SQL Workflow Instance Store
	AppFabric Hosting Services
	This class represents a SQL implementation of a Workflow instance store. This database stores the state of durable, .NET 4 Workflows.

	AppFabric SQL Workflow Instance Store Connection
	AppFabric Hosting Services
	This class represents a connection between the Workflow Management Service and a SQL Workflow instance database.

	AppFabric Hosting Services Installation
	AppFabric Hosting Services
	This class represents the installation of the AppFabric Hosting Services features on a Windows computer.

	AppFabric Hosting Services Nodes
	AppFabric Hosting Services
	This class represents the installation of the AppFabric Hosting Services features on a Windows computer.

	Windows Server AppFabric
	AppFabric Hosting Services
	This class is the root AppFabric class.  All other classes roll up to this one.

	AppFabric SQL Database
	AppFabric Hosting Services
	All AppFabric SQL databases extend this base class.

	AppFabric SQL Database Connection
	AppFabric Hosting Services
	All AppFabric SQL database connections extend this base class.

	AppFabric Databases
	AppFabric Hosting Services
	This class represents a logical grouping of AppFabric databases. By grouping all of the databases you can get a quick indication of the health of your persisted data.

	AppFabric IIS Web Application
	AppFabric Hosting Services
	This class represents an IIS Web Application that contains at least one WCF or WF service that is being managed by AppFabric.

	AppFabric IIS Web Service
	AppFabric Hosting Services
	This class represents a WCF or WF service that is being managed by the AppFabric.

	AppFabric IIS Web Site
	AppFabric Hosting Services
	This class represents an IIS web site that contains at least one WCF or WF service that is being managed by AppFabric.

	AppFabric IIS Web Sites
	AppFabric Hosting Services
	This class represents the grouping of all IIS web sites on a computer that contain at least one WCF or WF service that is being managed by AppFabric.

	AppFabric Workflow Management Service
	AppFabric Hosting Services
	This class represents a Windows NT Service that AppFabric installs. This service is responsible providing failover and instance control capabilities to the Workflow Services being managed by AppFabric.

	AppFabric Cache
	AppFabric Caching
	This class represents a named AppFabric cache.

	AppFabric Cache Management Installation
	AppFabric Caching
	This class represents an installation of the AppFabric Caching Management Tools. These tools provide features that allow this MP to perform more management capabilities on top of caching.

	AppFabric Cache Host Service
	AppFabric Caching
	This class represents a Windows NT Service that AppFabric installs. This service is the host for the AppFabric caching features.

	AppFabric Cache Cluster
	AppFabric Caching
	This class represents a collection of cache hosts that work together to form a cluster. Clustering provides high availability and replication of caches.

	AppFabric Cache Clusters
	AppFabric Caching
	This class represents a collection of all cache clusters being managed in the management group.

	AppFabric Cache Node
	AppFabric Caching
	This class represents an installation of the AppFabric Caching server features.


Classes

The diagrams in this topic provide a system view and an application view of the Windows Server AppFabric Management Pack.

System View

The following diagram shows the classes defined in the Windows Server AppFabric Management Pack.
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Application View

The following diagram shows the applications defined in the Windows Server AppFabric Management Pack.
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How Health Rolls Up

This topic describes how the health states of components roll up in the AppFabric Management Pack. All of the hierarchical health rollups in the Management Pack use a worst of rollup algorithm, meaning that the worst health of a child collection will represent the health of the parent.

Health Model

The following sections describe how AppFabric components fit in the health model, and how their health states roll up.

Windows Server AppFabric

The AppFabric Farm is the topmost element in the model. All AppFabric installations in a management group contribute to the health of this object.

AppFabric Databases

AppFabric uses two types of databases. The first is a persistence database used to store application state for .NET Framework 4 workflow services. The second is a monitoring database used to store application event data. There can be zero or more of each type of database in a farm, depending on the customer’s topology.

AppFabric SQL Workflow Instance Store

The Management Pack discovers only SQLInstanceStore implementations of a workflow persistence provider. This database stores workflow instance state as well as the instance command queue. The database is discovered by inspecting the connection strings that are in use by instances of the Workflow Management Service.

AppFabric SQL Monitoring Database

The Management Pack discovers only SQL implementations of the AppFabric monitoring database. This database stores event data that has been collected by the AppFabric Event Collection Service. The database is discovered by inspecting the connection strings that are in use by instances of the Event Collection Service.

AppFabric Hosting Services Nodes

This object represents multiple AppFabric Hosting Services installations.

AppFabric Hosting Services Installation

The Management Pack’s seed discovery checks the registry for AppFabric installations. The seed discovery targets this class.

AppFabric Event Collection Service

This is an NT service that is installed by AppFabric. It collects event data from WCF and WF services that are hosted in IIS and are managed by AppFabric.

AppFabric SQL Monitoring Database Connection

This object represents a connection between an Event Collection Service and a monitoring database.

AppFabric Workflow Management Service

This is an NT service that is installed by AppFabric. It provides high availability, distributed command processing, and durable timer capabilities that can be leveraged when deploying durable workflow services.

AppFabric SQL Workflow Instance Store Connection

This object represents a connection between a Workflow Management Service and a Persistence Database.

AppFabric Cache Clusters

Computers in the farm can be grouped into distributed cache clusters. Those computers group into these objects.

AppFabric Cache Cluster

This represents a collection of cache hosts that work together to form a cluster. Clustering provides high availability and replication of caches.

AppFabric Cache Node

The Management Pack’s seed discovery detects if the caching runtime is installed.

AppFabric Cache Host Service

This is an NT service that is installed by AppFabric. It represents a member of a distributed cache cluster.

AppFabric Cache Management Installation

This is an optional cache management Tools feature that is installed by AppFabric. When installed, it gives the management pack additional discovery, monitoring, and management capabilities.
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Note 

It is possible for this object to be unhealthy even though all of its children are healthy. This can be caused if the cache management tools failed to run properly. This would indicate that the tools are not working, thus we cannot determine the health of the child caches.

AppFabric Cache

Named caches are directly used by customer applications. The Management Pack can discover these only if there is at least one computer in the cluster that has the AppFabric Cache Management Installation feature installed.

AppFabric IIS Web Site

The Management Pack discovers IIS Web sites that have at least one AppFabric managed web service in their hierarchy. This is determined via the AppFabric service enumeration features.

AppFabric IIS Web Application

The Management Pack discovers IIS web applications that have at least one AppFabric managed Web service in its hierarchy. This is determined via the AppFabric service enumeration features.

AppFabric IIS Web Service

The Management Pack discovers IIS-hosted WCF and WF services that are discoverable via the AppFabric service enumeration features.

Key Monitoring Scenarios

This topic describes the key monitoring scenarios for the Windows Server AppFabric Management Pack.

AppFabric Databases

AppFabric uses two types of databases to provide application monitoring and workflow persistence capabilities. The persistence database is critical to the operation of the workflows that are running in the AppFabric/IIS server computer. The monitoring database is not as critical, because the application logic does not depend on its data. However, if the monitoring database becomes unavailable, users will lose visibility into what the applications are doing.

This management pack monitors these runtime databases from the perspective of the AppFabric server computer. That means that the monitors actually run on the computers that have AppFabric installed and not on the computer where the database is installed. For that sort of database monitoring, refer to the SQL Server Management Pack. The database monitors use the following two techniques to determine the health of an AppFabric database:

1.
The management pack checks the local AppFabric event log to see if the AppFabric runtime is reporting errors that indicate database connectivity problems.

2.
The management pack actually queries the database to check for typical problems.

AppFabric Runtime Infrastructure

AppFabric Hosting Services provides runtime capabilities that help customers manage and monitor Windows Communication Foundation (WCF) and Windows Workflow Foundation (WF) services. There are three runtime services that provide these capabilities:


Workflow Management Service


Event Collection Service


Cache Host Service

The management pack provides monitors that determine the health of these three services. The event log is the primary source of health indicators.

AppFabric Managed Applications

AppFabric provides monitoring features for WCF and workflow services. This management pack acts as a proxy that forwards a subset of that monitoring information from the AppFabric system into Operations Manager. This allows you to get basic insight into the performance of your WCF services without having to use the AppFabric user interface. The management pack exposes the following WCF metrics and allows alerting thresholds to be configured on them:

1.
WCF Operation Calls Per Second

2.
WCF Average Operation Call Duration (milliseconds)

3.
WCF Operation Calls Failed Per Hour

Monitoring Time Intervals

The following groups of monitors should always be configured to use the same interval and timeout values in order to work properly. This will never be an issue if you are using the sealed MP. However, if you unseal the MP and modify it, you will need to keep this in mind.

AppFabric SQL Monitoring Database Monitors


Operation History Failure Count


Failed Staging Table Row Count


SQL Instance Store Co-Location


Staging Table Row Count


Staging Table Transfer Events Job


Staging Table Wcf Events Job


Staging Table WF Events job

AppFabric IIS Web Service Monitors


Average Call Duration


Operation Call Rate


Operation Failure Rate


Rule - Web Service Operation Failure Rate Collection

AppFabric Cache Monitors


HA Enabled Secondary Node Down


Named Cache Not Accessible

AppFabric Cache Management Installation Monitors


Cluster Config Store State


Cluster Lead Host State


Cluster State

Monitors That Have Manual Reset States

The following monitors cannot be reset using a timer or any other automated mechanism. When one of these monitors is triggered, and you resolve the issue, you must then manually reset the health of the target object.

	Target
	Monitor
	Description

	AppFabric Event Collection Service
	Register Trace Provider State
	This event indicates that the Event Collector failed to add a particular event source (provider) to the current session. Monitoring will not work for an application that is a part of this source.

	AppFabric Event Collection Service
	Provider in Too Many Sessions State
	This event indicates that the Event Collector failed to add a particular event source (provider) to the current session. Monitoring will not work for an application that is a part of this source.

	AppFabric Event Collection Service
	Read application config - General failure
	This event indicates that the Event Collection Service was unable to read a particular web.config file.

	AppFabric Event Collection Service
	Unregister Trace Provider State
	This event indicates that the Event Collection Service could not unregister an event source (provider) from an ETW session.

	AppFabric Event Collection Service
	App Connection String Reference State
	This event indicates that a particular IIS web.config file has enabled monitoring, and specifies a connection string reference. However, the referenced connection string could not be found.

	AppFabric Event Collection Service
	App Unique Provider Id State
	This event indicates that multiple IIS Web applications have configured monitoring at different levels, but use the same provider Id.

	AppFabric Event Collection Service
	App Config Readable State
	This event indicates that the Event Collection Service encountered an unhandled exception that was unexpected.

	AppFabric Workflow Management Service
	net.pipe protocol is not activated
	This event indicates that a particular web site or application does not have the net.pipe protocol enabled. This protocol is required for the Workflow Management Service to communicate with service hosts.

	AppFabric Workflow Management Service
	Unknown Argument Supplied
	This event indicates that an unknown startup argument has been passed to the Workflow Management Service.


Appendix: Scripts

The following scripts are included in this management pack.

Script Details

	Script
	Purpose
	Rule/Task

	Create-LocalServices.ps1
	Discovers AppFabric System Services
	Discovery

	Create-AppServers.ps1
	Discovers AppFabric Installations Discovery
	Discovery

	Create-MonitoringStoreConnectionInfo.ps1
	Discovers connections to SQL monitoring databases
	Discovery

	Create-PersistenceStoreConnectionInfo.ps1
	Discovers connections to SQL persistence stores
	Discovery

	Create-WebObjects.ps1
	Discovers the IIS Sites, Applications, and Web Services that are managed by AppFabric.
	Discovery

	Create-Clusters.ps1
	Discovers distributed cache clusters
	Discovery

	Create-StoreInfoCache.ps1
	Creates a local temp  file on the agent managed computer that stores information about monitoring and persistence database connections
	Discovery

	Clear-StoreInfoCache.ps1
	Clears the local temp  file on the agent managed computer that stores information about monitoring and persistence database connections
	Discovery

	Get-MonitoringStoreCounters.ps1
	Connects to a monitoring database and gets the data needed to monitor it
	Monitoring

	Get-WebServiceCounters.ps1
	Connects to a monitoring database and gets the data needed to monitor web services that are managed by AppFabric
	Monitoring

	Get-ClusterCounters.ps1
	Uses the AppFabric Cmdlets to get monitoring information about distributed cache clusters
	Monitoring

	Get-AppMonitoringCounters.ps1
	Connects to a monitoring database and gets the data needed to monitor web services that are managed by AppFabric
	Monitoring

	Get-CacheCounters.ps1
	Uses the AppFabric Cmdlets to get monitoring information about named caches
	Monitoring

	Get-OperationsHistoryTableProbe.ps1
	Connects to a monitoring database and looks for errors in the operations history table
	Monitoring

	Clear-ASMonitoringSqlDatabase.ps1
	Purges a monitoring database of event data
	Task

	Get-CacheAllowedClientAccounts.ps1
	Gets a list of accounts that are granted client access to Cache
	Task

	Modify-CacheAllowedClientAccounts.ps1
	Add/Remove an account from  client access to cache
	Task

	Execute-CacheAdminCmdlet.ps1
	A wrapper to execute Distributed cache admin cmdlets that accepts no params. Used for Get-CacheAllowedClientAccoutns and Restart-CacheCluster
	Task

	Modify-Cache.ps1
	A wrapper to execute Distributed cache admin cmdlets that executes New-Cache and Remove-Cache cmdlets
	Task

	Get-ClusterNodeStateCounter.ps1
	Uses the AppFabric Cmdlets to get monitoring information about cache nodes
	Task
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